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Enhance endpoint security
with Microsoft Intune and
Microsoft Security Copilot

This learning path will teach you the essentials of Microsoft
Intune, advanced threat detection and response with
Microsoft Security Copilot, and how to optimize the
integration between Intune and Copilot.

O

Training recipients

The training is intended for:

. Admins

. Security Engineers

Benefits

1. Basics of Security Copilot - You will learn how to prompt Security Copilot.

2. Hands-on learning - Through the labs, you will gain experience that you can easily translate into

real tasks at work.

3. Integration between Intune and Security Copilot - You will gain knowledge on how to use both
products together.

4. Understanding Security Copilot - You will learn how to analyze Intune data with the help of
Security Copilot.

5. Understanding the new features - You will learn in practice how to use new plugins in Security
Copilot.
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Training program

1.Discover Microsoft Intune essentials
o Explore core features of Microsoft Intune
o Understand device management capabilities
o Effectively secure and manage applications
o Integrate security and compliance
o Optimize deployment strategies with Intune
2.Unlock Insights with Microsoft Security Copilot
o Discover Microsoft Security Copilot
o Understand How Microsoft Security Copilot Works
o Explore Microsoft Security Copilot Experiences
o Deploy Microsoft Security Copilot for Enhanced Security
o Utilize Prompts in Microsoft Security Copilot
o Incorporate Promptbooks in Microsoft Security Copilot
o Explore New Features in Microsoft Security Copilot
o Explore New Features in Microsoft Security Copilot
3.0ptimize Microsoft Intune for Microsoft Security Copilot Integration
o Understand the benefits of Microsoft Security Copilot and Intune
o Implement strong naming conventions
o Rename a device in Microsoft Intune
o Add groups in Microsoft Intune to organize users and devices
o Understand authentication in Microsoft Security Copilot
o Integrate Microsoft Security Copilot with Microsoft Intune
o Leverage prompting features in Microsoft Security Copilot
o Sample prompts for Microsoft Intune

Expected preparation of the participant

e Basic understanding of IT security principles.

e Familiarity with Microsoft Intune.

e Experience with device management in an enterprise environment.

¢ Knowledge of Microsoft Entra ID.

To increase the comfort of work and training’s effectiveness we suggest using an additional monitor. The
lack of additional monitor does not exclude participation in the training, however, it significantly
influences the comfort of work during classes.

You can find information and requirements of participation in Distance Learning trainings at:
https://www.altkomakademia.pl/en/how-it-works/about-courses/
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. Training Includes

e manual in electronic form available on the platform: https://learn.microsoft.com/pl-pl/training/

e access to Altkom Akademia's student portal

Training method:
e Lecture and product presentation (50%)

e Exercise (50%)
Major teaching tools include PowerPoint presentations, test-environment demonstrations, hands-on lab

environments, and Microsoft Learn

m Duration

1 days /7 hours

Language

e Training: English
e Materials: English
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